
Codes of Conducts, values and behaviours  
Independent Monitoring

Military-owned businesses

Reducing corruption risks in contracts in operations

Strategic and planning considerations for conflict environments  

Asset disposal

Developing counter-corruption plans

Involving civil society

Build leadership understanding

Defence Integrity Pacts
Identifying the corruption risks in defence and security

Leading Change

Enlisting the defence contractors

Educating change leaders

Using metrics and surveys

Integrity self-assessment by nations  
Developing counter-corruption plans

Integrity self-assessment by nations  

Diagnosis of Corruption Risks



www.transparency.org

www.defenceagainstcorruption.org







BUILDING INTEGRITY AND COUNTERING CORRUPTION IN DEFENCE & SECURITY         

FOREWORD
BY LORD ROBERTSON OF PORT ELLEN



TRANSPARENCY INTERNATIONAL        

1. IDENTIFYING THE CORRUPTION RISKS IN DEFENCE AND SECURITY  .......................................... 9

2. INTEGRITY SELF-ASSESSMENT BY NATIONS  ................................................................................ 16

3. USING METRICS AND SURVEYS  ..................................................................................................... 18

4. FRAMING A PERSUASIVE ARGUMENT ............................................................................................ 21

5. BUILDING LEADERSHIP UNDERSTANDING OF CORRUPTION  ....................................................... 24

6. DEVELOPING ANTI-CORRUPTION PLANS  ...................................................................................... 26

7. EDUCATING CHANGE LEADERS – A FIVE-DAY COURSE FOR SENIOR OFFICIALS AND OFFICERS 30

8. STRENGTHENING CODES OF CONDUCT, VALUES AND BEHAVIOUR  ............................................ 32

9. ENLISTING DEFENCE CONTRACTORS  ............................................................................................ 36

10. INVOLVING CIVIL SOCIETY  ............................................................................................................. 40

Foreword BY LORD ROBERTSON OF PORT ELLEN  ................................................................ 3

Preface BY MARK PYMAN  .......................................................................................................... 6

Diagnosing the Corruption Risks

Leading Change

TABLE OF CONTENTS



BUILDING INTEGRITY AND COUNTERING CORRUPTION IN DEFENCE & SECURITY         

11. STRATEGIC AND PLANNING CONSIDERATIONS FOR CONFLICT ENVIRONMENTS  ........................ 43

12. CORRUPTION AND CONFLICT RESOLUTION  ................................................................................... 45

13. REDUCING CORRUPTION RISKS IN CONTRACTS DURING OPERATIONS  ....................................... 49

14.  CONFIDENTIALITY, ORGANISATION AND COMPETITION  ................................................................. 53

15.  INDEPENDENT MONITORING  ........................................................................................................... 58

16.  DEFENCE INTEGRITY PACTS  ............................................................................................................ 60

17.  INDUSTRIAL COOPERATION AGREEMENTS (OFFSETS)  ................................................................... 62

18.  DEFENCE AND SECURITY BUDGETS  ................................................................................................ 65

19.  ASSET DISPOSAL  ............................................................................................................................. 68

20.  MILITARY-OWNED BUSINESSES  ...................................................................................................... 70

Operations

Procurement  

Further reading  ..................................................................................................................... 73

Abbreviations  ......................................................................................................................... 75

List of figures ............................................................................................................................ 76

Endnotes  ........................................................................................................................................ 77

Budgets and Assets

Foreword BY LORD ROBERTSON OF PORT ELLEN  ................................................................ 3

Preface BY MARK PYMAN  .......................................................................................................... 6



TRANSPARENCY INTERNATIONAL        

e Corruption wastes scarce resources 

e Corruption reduces operational 
 effectiveness 

e Corruption reduces public trust 
 in the armed forces 
 and the security services

e Defence budgets, due to their 
 secrecy, are an easy target for 
 politicians seeking funds 

e International companies shun 
 corrupt economies 

THIS HANDBOOK HAS A SIMPLE PURPOSE: 
to show busy decision-makers how significant progress can be made 
in tackling corruption in defence and security.

PREFACE
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Diagnosing 
the Corruption 
Risks

THIS SECTION SHOWS:

TI HAS A CLEAR AND FOCUSED DEFINITION: 
CORRUPTION IS THE ABUSE OF ENTRUSTED POWER 
FOR PRIVATE GAIN 
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DIAGNOSING THE CORRUPTION RISKS

Corruption is a broad term. This Handbook breaks it down into 29
specific defence corruption issues that provide a basis for a country-specific analysis.

1. IDENTIFYING THE CORRUPTION RISKS 
 IN DEFENCE AND SECURITY 

TI HAS A CLEAR AND FOCUSED DEFINITION: 
CORRUPTION IS THE ABUSE OF ENTRUSTED POWER 
FOR PRIVATE GAIN 
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DIAGNOSING THE CORRUPTION RISKS

POLITICAL

DEFENCE BUDGETS

PERSONNEL PROCUREMENT

OPERATIONSFINANCE

NEXUS OF DEFENCE & 
NATIONAL ASSETS

ORGANISED CRIME

LEADERSHIP BEHAVIOUR

PAYROLL, PROMOTIONS, 
APPOINTMENTS, REWARDS

CONSCRIPTION

SALARY CHAIN

SINGLE SOURCING

OFFSETS

CONTRACT AWARD, DELIVERY

SUBCONTRACTORS

SELLER INFLUENCE

TECHNICAL REQUIREMENTS / 
SPECIFICATIONS

AGENTS/BROKERS

COLLUSIVE BIDDERS

FINANCING PACKAGE

DISREGARD OF CORRUPTION 
IN COUNTRY

CORRUPTION WITHIN MISSION

CONTRACTING

PRIVATE SECURITY COMPANIES

ASSET DISPOSALS

SECRET BUDGETS

MILITARY-OWNED BUSINESSES

ILLEGAL PRIVATE ENTERPRISES

1. IDENTIFYING THE CORRUPTION RISKS IN DEFENCE AND SECURITY 

FIGURE 1: FRAMEWORK FOR DEFENCE AND SECURITY CORRUPTION

VALUES AND STANDARDS

SMALL BRIBES

CONTROL OF INTELLIGENCE 
SERVICES

EXPORT CONTROLS

DEFENCE & SECURITY POLICY
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POLITICAL FINANCE
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Compulsory military service, also known as conscription 
or draft, can be a cause of pervasive corruption within the 
armed forces. Such is the case in Russia. In order to avoid 
conscription, would-be soldiers pay bribes to the military 
authorities, medical personnel in charge of assessment 
and officials in draft boards. Such practices are widespread 
and publicly acknowledged. In July 2010, Russia’s 
nationalist Liberal Democratic Party, led by Vladimir 
Zhirinovsky, tabled draft legislation which would allow 
potential conscripts to pay a sum equivalent to US $32,500 
to avoid military service. The resulting funds would be 
channelled toward the costs of the Ministry of Defence 
(MoD). This measure, aimed at Russia’s military commis-
sions, signifies both the great extent of draft corruption in 
the country and a clear recognition of this reality. 

Serious attempts to deal with this issue have been made in 
recent years by the Russian government. The length of 
conscript service was shortened by six months in April 
2008 to one year, while the list of exemptions from 
conscriptions has also been made more restrictive.3 

However, the 2004-7 federal government programme 
designed to trial a transition to fully professional armed 
forces was largely ineffective, due to poor design and 
pervasive corruption which prevents full remuneration 
from reaching the contracted soldiers.4

BOX 1: CONSCRIPTION IN RUSSIA 

PERSONNEL

DIAGNOSING THE CORRUPTION RISKS
1. IDENTIFYING THE CORRUPTION RISKS IN DEFENCE AND SECURITY 
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FIGURE 3: CORRUPTIONS RISKS IN PERSONNEL

PAYROLL Extracting percentages from total cash for payroll
Ghost soldiers on payroll
Cronies on secret payroll
Skimming from soldiers’ salaries

APPOINTMENTS/RECRUITMENT Nepotism, favouritism and clientelism: preferred postings 
and pre-term rank promotion

Sabotaging personnel/other reforms to preserve power and authority 
in a given sphere

Conscription: fees to avoid military service
Fees to gain participation in peacekeeping forces

Favours and fraud during the entry process for respected military 
educational institutions

Favours or payment in the selection process for peace support 
operations or international missions 

REWARD AND DISCIPLINE Extorting favours from subordinates 
Payments to avoid disciplinary process or for reinstatement of position
Use of disciplinary process to remove threats to power
Use of reward process to endorse supporters
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OPERATIONS

PROCUREMENT

DIAGNOSING THE CORRUPTION RISKS
1. IDENTIFYING THE CORRUPTION RISKS IN DEFENCE AND SECURITY 
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1. GOVERNMENT POLICY Privileged defence relations; defence budgets; external financing; 
manufacturing government pressure on importers

2. CAPABILITY GAP DEFINITION Military, political & commercial influence

3. REQUIREMENT/CONTRACT DEFINITION Inadequate/corrupt military/official expertise, anonymous agents; 
‘justified opacity’, excessive use of national secrecy

4. SUPPORT REQUIREMENTS DEFINITION Costly & complex

5. OUTLINE PROJECT COSTING Unreliable data

6. TENDER Single sourcing; bidder collusion; lack of transparency; 
offset requirements; inadequate timescales

7. BID ASSESSMENT & CONTRACT AWARD Evaluation manipulation; favoured bidders; offsets bias outcome; 
lack of transparency; failure to consider value for money

8. MANUFACTURE & DELIVERY Variation order; lack of official control; incorrect equipment perform-
ance and lack of remedial contract measures

9. IN-SERVICE PHASE Call-off contracts; lack of expertise; lack of long-term oversight 
(especially for service contracts)

FIGURE 2: CORRUPTION RISKS IN THE PROCUREMENT CYCLE
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DIAGNOSING THE CORRUPTION RISKS

THE INTEGRITY QUESTIONNAIRE

The Integrity Self-Assessment process is a tool that nations can apply to provide a 
first assessment of the scale of the challenge

2.  INTEGRITY SELF-ASSESSMENT BY NATIONS 
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THE REVIEW MEETINGS

The self-assessment process is intended to provide 
practical support to all nations. While initially unsure that 
Norway would have much to gain from it, the Norwegian 
Ministry of National Defence was surprised and pleased at 
the overall outcome. The self-assessment process allowed 
Norway to conduct a substantial review of its integrity-
building and anti-corruption reforms and to assess how 
they fit together across the whole system. Norway’s 
participation in this process demonstrates that the tools 
being developed will be of benefit to a wide range of 
nations.

Several areas of best practice were identified, including:
• The use of complaints boards
• A handbook on Ethical guidelines regarding business 

contracts for the defence sector produced by the 
Ministry of Defence

• The development of an e-procurement process

Areas of concern included the apparent lack of coordina-
tion in anti-corruption policies between ministries, the use 
of best practice and the difficulties reported by the Office of 
the Auditor-General in detecting corruption. Overall, 
however, Norway was felt to be a leader in the field of 
integrity and anti-corruption in defence.5 

BOX 2: SELF-ASSESSMENT PROCESS IN NORWAY
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DIAGNOSING THE CORRUPTION RISKS

Measuring corruption provides perceptions, experience and actionable 
indicators that help to track progress

3. USING METRICS AND SURVEYS 

MEASURING NATIONAL CORRUPTION 
ACTUAL CORRUPTION LEVELS

INDIRECT MEASUREMENTS
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FIGURE 4: TRANSPARENCY INTERNATIONAL’S CORRUPTION PERCEPTIONS INDEX 2010

APPLICATIONS TO DEFENCE:  
SECTOR SURVEYS AND MEASUREMENTS
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Leading Change

BUT MORE THAN THIS IS NEEDED 

VISIBLE, COMMITTED LEADERSHIP IS VITAL – 

THIS SECTION SHOWS:
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LEADING CHANGE

SHOW GOOD REASONS FOR CHANGE

Staff, armed forces personnel and the public will support reform more strongly 
if the arguments are convincing

4. FRAMING A PERSUASIVE ARGUMENT 
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BOX 3: ‘INTEGRITY’ - A UKRAINIAN PERSPECTIVE ON AN 
IMPORTANT WORD THAT IS HARD TO TRANSLATE 

TAKING A POSITIVE TONE: ‘BUILDING INTEGRITY’ 

The literal translation of this word in Ukrainian 
( means ‘absence of internal contradictions’. 
This does not reflect its triple meaning in English, which 
refers to 1) the quality of being honest and morally upright 
2) a state of being whole and 3) the soundness of a 
construction. Therefore, usage of the Ukrainian term in the 
context of the public officials’ honest behaviour is 
inappropriate.

Instead, Ukrainian legal language uses the term 
(uprightness, honesty), defined as ‘high 

moral purity and honesty’. An individual of this type is 
defined as one who ‘lives the honest life, follows all the 
moral rules’. Although ‘integrity’ and ’morality’ could not 
be fully included in formal law, it is possible to identify 
what ‘integrity’ means in the context of codes of conduct 
for public officials. 

IMPLEMENT PREVENTIVE MEASURES AS WELL 
AS PUNITIVE ONES

LIVE WITH THE CURRENT LAWS

LEADING CHANGE
4.  FRAMING A PERSUASIVE ARGUMENT
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ACT WITHIN A GOVERNMENT-WIDE CONTEXT

BE EXTERNALLY FOCUSED
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LEADING CHANGE

TI has developed a one-day workshop where the top defence and security 
leadership can establish a common view on key issues 

5. BUILDING LEADERSHIP UNDERSTANDING 
 OF CORRUPTION 

THE SENIOR LEADERSHIP DAY
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SUGGESTED PROCESS
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LEADING CHANGE
6. DEVELOPING ANTI-CORRUPTION PLANS

Guidance on how to build a plan, and examples from different countries 

FIGURE 5: TAKING STOCK OF STRENGTHS AND VULNERABILITIES, THE POLISH MINISTRY OF NATIONAL DEFENCE

       STRENGTH Awareness of corruption and schemes within the MoD and military

Many organisations involved in anti-corruption activity: Control Department (MoD), 
Audit Bureau (MoD), Military Counter-intelligence, 
Military Police, Military Prosecutor’s Office, Supreme Chamber of Control

       VULNERABILITY No coordination between various actors

Very few systemic changes, due to lack of integrity policy

Lack of a prevention body

       RESULT No integrity building, inefficient anti-corruption measures

Inefficiency of procurement process: buying arms, not capabilities; 
focusing on spending money, not on value for money

+

-

=
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BOX 4: ANTI-CORRUPTION REFORM IN BULGARIA

In August 2009, Bulgaria’s Ministry of Defence (MoD) introduced an anti-corruption action plan to cover all levels of 
defence policy formulation and implementation. It aims to increase policy effectiveness by creating conditions which are 
unfavourable to corruption. The action plan introduces new governance practices and promotes values and standards of 
conduct among defence personnel, including the observation of a code of conduct. 

11-STEP ANTI-CORRUPTION PLAN, BULGARIAN MINISTRY OF DEFENCE

1. Zero tolerance of political corruption  

2. Analysis and assessment of the corruption environment 

3. Establishing an independent audit of defence policy decisions

4. Reorganising the control system for defence policy implementation

5. Self-assessment, results analysis and developing measures to prevent corruption and mismanagement

6. Developing a system for reporting and investigating potential conflicts of interest at the MoD

7. Improving processes for reporting corruption / whistleblowing

8. Anti-corruption training

9. Developing standards of behaviour

10. Building public-private partnerships against corruption

11. Measuring confidence in defence

The Bulgarian Ministry of Defence developed this plan in line with other anti-corruption plans across the whole of 
government. There are formal steering structures with regular meetings both within the MoD and government-wide. 
There appears to be commitment to reform across the senior leadership of the MoD for the implementation of the plan.
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FIGURE 6: POLAND’S ROADMAP TO BUILDING DEFENCE INTEGRITY

1
Carry out 
a self-assessment 
of corruption 
risks

3
Prepare 
the Strategy: 
priorities, 
key points, 
action plan

7
Cooperate with
 anti-corruption 
institutions, 
in and outside 
defence

9
Learn from 
best practice in 
other countries

11
Be consistent in
your activities

2
Identify 
corruption risk 
priority areas

4
Base activities 
on fully-paid 
staff, designated 
for this job 

5
Engage 
new people 
from outside 
the defence 
establishment

6
Change the 
procedures first,
make personnel 
changes second

8
Train your staff,
 educate defence
 personnel 

10
Concentrate on
 priorities 

PRIORITY SETTING, SEQUENCING AND FORMAT PROACTIVE PARTICIPATORY DEVELOPMENT 
AND IMPLEMENTATION STRATEGY

LEADING CHANGE
6.  DEVELOPING ANTI-CORRUPTION PLANS
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Since November 2005, the Polish Ministry of National 
Defence (MND) has introduced a wide range of anti-corrup-
tion and integrity-building reforms in the defence establish-
ment. At the time, according to TI’s Corruption Perceptions 
Index, Poland was perceived to have the highest levels of 
public sector corruption among the 25 European Union 
countries. Tackling corruption was an issue in the presiden-
tial and parliamentary elections that year. 

Figure 5 outlines the initial strengths and vulnerabilities in 
corruption prevention at the MND in 2005. Several defence 
institutions had anti-corruption roles, including the Military 
Police, Military Public Prosecutor’s Office, Military Intel-
ligence Service, MND Control Department and MND Audit 
Office. However, their activities were uncoordinated and a 
report on corruption risk at the beginning of 2005 was laid 
aside and resulted in no action, meaning the Ministry had 
no effective anti-corruption policy. 

ACTIONS: GOVERNMENT-WIDE
From 2005, anti-corruption activities at the national level 
focused primarily on better detection and the prosecution 
of criminal activity. The Central Anti-Corruption Bureau was 
established as a new special secret service. Specialised 
units were organised in the public prosecutors’ bodies to 
carry out investigations into major frauds and cases of 
organised crime. 

ACTIONS: MINISTRY OF NATIONAL DEFENCE
One of the Defence Minister’s first decisions was to appoint 
a Director for Anti-Corruption Procedures, whose main role 
was to develop an anti-corruption policy for the MND and 
supervise its implementation. A specialised Anti-corruption 
Procedures Bureau was founded with the mission of 
improving procedures for transparency and accountability. 
The Ministry improved procedures to prevent conflicts of 
interest among members of tender commissions. The new 
rules for conflict of interest declarations applied, for 
example, not only to members of the tender commissions, 
but also to their families.

Existing codes of conduct for soldiers and civil servants 
were found to be too general for their practical enforce-
ment, as were laws on lobbying in the legislative process, 
which omitted industry lobbying. A code of conduct for 
military and civilian personnel in relation to the defence 
industry was developed which contained common sense 
principles and detailed regulations (Chapter 8).

The Ministry also pressed for competitive processes in 
buying military equipment in order to limit single-source 
procedures (without competition). Access to information 
on future and current procurements was simplified and is 
published in one place on the MND website. Supervision by 
the ministerial anti-corruption entity was introduced for the 
preparation and implementation of procurement processes. 

During a tender for VIP aircraft, the MND also introduced 
elements of TI’s Defence Integrity Pacts (contracts 
committing all parties to ethical behaviour – Chapter 16). 
The use of electronic auctions has increased and further 
development of e-procurements is planned. 

LESSONS FROM POLAND’S REFORM PROCESS 
Significant anti-corruption measures have been introduced 
in the MND; however, much remains to be done. The 
reform process shows the importance of being proactive 
and stresses the significance of even small changes. 
The combination of integrity-building (through improved 
procedures, training and education) and better anti-
corruption measures (such as detection and prosecution) 
yields substantial benefits.

BOX 5: ANTI-CORRUPTION REFORM IN THE MINISTRY OF NATIONAL DEFENCE, POLAND
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LEADING CHANGE

BOX 6: FEEDBACK FROM PARTICIPANTS OF THE FIVE-DAY 
DEFENCE INTEGRITY COURSE

e “I had a plan before, but this course has
 given me motivation and inspiration”

e “We should lead by example in countering  
 corruption and building integrity”

e “This course has equipped me with ideas  
 which I can suggest myself within my 
 ministry”

e “I have gained additional knowledge which 
 I can apply practically in my professional  
 capacity”

BUILDING INTEGRITY FOUNDATION COURSE

7. EDUCATING CHANGE LEADERS – A FIVE-DAY COURSE 
 FOR SENIOR OFFICIALS AND OFFICERS

Building a critical mass of people across organisations who understand 
corruption and integrity reform
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FIGURE 7: OUTLINE OF THE BUILDING INTEGRITY COURSE
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LEADING CHANGE
8. STRENGTHENING CODES OF CONDUCT, 
 VALUES AND BEHAVIOURS

Guidance on promoting positive behaviour, and recent research 
on good and poor practices across countries

WHAT DO GOOD STANDARDS LOOK LIKE?



BUILDING INTEGRITY AND COUNTERING CORRUPTION IN DEFENCE & SECURITY         

BOX 7: KEY ELEMENTS OF GOOD PRACTICE

 A single, easily accessible code of conduct for all personnel, firmly rooted in ethics 
 and values, and appealing to read, with a simple layout, graphics and accessible 
 (non-legalistic) text.

 Clear guidance on accountability, including who is responsible for the ethics programme, 
 how to report suspicions of corruption and where further advice on the issues covered 
 can be found. 

 Regulations on bribery; gratuities, gifts and hospitality; conflicts of interest, 
 and post-separation activities (by an individual who has left the organisation) 
 – ideally with case studies.

 Regular ethics training and refresher courses to contextualise the regulations in 
 real-life situations. 

 Periodic updating of the code and its implementation programme.

A good example which can be viewed publicly on the internet is that of the Australian Ministry of Defence (see bibliography).

WEALTH AND ASSET STATEMENTS
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   BOX 8: WHISTLEBLOWING: RAISING THE ALARM IN SAFETY

Governments, international organisations, businesses and 
civil society increasingly recognise the significance of 
whistleblowing as a powerful corruption prevention tool. 
Several defence establishments emphasise that officials 
have an ethical duty to report suspected corruption, 
but few ministries have concrete, anonymous and secure 
whistleblowing channels for employees to do so. 

Australia’s Defence Whistleblower Scheme is specific and 
includes a 24-hour hotline for employees.20 Officials can 
also see the investigator personally or raise their concerns 
on the ministry’s intranet site. A small booklet gives 
employees a comprehensive explanation of how to use the 
scheme, addressing questions such as identity protection 
and investigation procedures. 

In Argentina, personnel can report suspected corruption 
through an anonymous online system, which is very visible 
on the homepage of the website. Through the system, 
reports are channelled directly to the minister of defence.21 
There is no specific whistleblower protection legislation, 
although the ministry tries to ensure maximum protection 
in each case.

VALUES AND STANDARDS EDUCATION FOR 
SENIOR PERSONNEL

LEADING CHANGE
8.  STRENGTHENING CODES OF CONDUCT, VALUES AND BEHAVIOURS
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ASSET AND WEALTH STATEMENTS 
Officials in Argentina are required to submit a full asset 
and wealth statement. Information contained in this 
statement is divided into two categories: public and 
confidential. 

Public information includes a complete list of the assets 
owned by the official, his or her spouse and underage 
children. Assets in particular that must be detailed 
include: real estate, personal property, capital invested in 
securities and shares, loans and mortgages, wages 
and annual income/expenses from private practice, rent 
or social security. The source of money and assets and 
the date of every purchase made by the official must also 
be stated.

The asset and wealth statement can be accessed by any 
interested citizen by completing a form stating the 
purpose of the request. 

Confidential information on the statement contains each 
bank account owned by the official, his or her credit 
card numbers, safe-boxes and the exact location of real 
estate owned. Only judicial authorities and prosecutors 
have access to this information.

PROCUREMENT AND CONTRACTING EDUCATION
At the initiative of the Transparency Department of the 
Argentinean Ministry of Defence, and as an essential part of 
its transparency policy, the Anti-Corruption Office gave 
several courses on transparent procurement and contracting 
in the army to officers in charge of contracting. Officers 
were trained in transparency policies and in the fight against 
corruption. The course, which was provided by the Depart-
ment for consideration by TI, gave insight into the criminal 
aspects of corruption and into different ways of complying 
with transparency policies during contracting procedures. 
An updated version will be given to all armed forces officers 
in charge of contracts and purchases.

Attended by senior personnel from the key academies of 
the defence and security services, including the Security 
Service, the Ministry of Defence, the Ministry of the 
Interior and the Border Guards, a workshop held in Kiev 
examined how best to standardise integrity education 
modules. It aimed to ensure that personnel across defence 
and security institutions operating at the same rank 
or level, or in similar roles, receive the same standard of 
integrity training and education. 

Participants agreed to create a permanent ‘Building 
Integrity’ education working group in order to ensure a 
strong and consistent defence integrity education 
programme. The working group contains personnel from 
all relevant institutions and will conduct a review of 
current counter-corruption education in each, including 
corruption prevention mechanisms and prosecution. This 
will result in the creation of a national integrity-building 
curriculum and educational material for use across all 
defence and security institutions. 

BOX 9: BUILDING AN INTEGRITY EDUCATION WORKSHOP IN UKRAINE

   BOX 10: ARGENTINA: ASSET AND WEALTH STATEMENTS, PROCUREMENT AND CONTRACTING EDUCATION
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LEADING CHANGE
9. ENLISTING DEFENCE CONTRACTORS

The defence industry has become more willing to engage in 
counter-corruption reform in the last five years – 
governments can use this willingness to accelerate their own reforms 

FIGURE 8: TRANSPARENCY INTERNATIONAL’S BRIBE PAYER’S INDEX, 2002
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The scores are average all the responses on a 0 to 10 basis where 0 represents very high levels of corruption, 
and 10 represents zero perceived level of corruption.
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FIGURE 9: REASONS FOR COMPANIES NOT TO BID IN A TENDER, 
2006 (CONTROL RISKS)

COLLABORATION WITH DEFENCE COMPANIES

COLLABORATION AMONG DEFENCE 
CONTRACTORS

CORRUPTION

HUMAN RIGHTS

LABOUR

ENVIRONMENT

36

14

11

10



TRANSPARENCY INTERNATIONAL        

   BOX 11: EXAMPLES OF SUCCESSFUL COLLECTIVE ACTION  
   ACROSS INDUSTRIES

OIL, GAS AND MINING
The Extractive Industries Transparency Initiative (EITI) is a 
multi-stakeholder coalition of civil society, governments, 
industry, investors and international organisations, which 
sets a global standard for companies and governments to 
disclose payments and receipts in the extractive industries. 
Established in 2002, the EITI arose from the realisation of 
the ‘natural resource curse’, i.e. the paradox that countries 
rich in natural resources also tended to have high levels of 
poverty, corruption and conflict, fuelled by competition for 
riches. Many of these problems are the result of poor 
governance. The EITI aims to strengthen governance in 
participating countries by improving transparency and 
accountability in extractive industries. Both governments 
and natural resource companies are actively engaged.

For more information, see www.eiti.org

SANCTIONS ON COMPANIES

GOVERNMENTS

LEADING CHANGE
8.  STRENGTHENING CODES OF CONDUCT, VALUES AND BEHAVIOURS
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In the United States, following high-profile problems in 
ethical conduct in several large defence contractors, the 
Defense Industry Initiative on Business Ethics and Conduct 
(DII) was established in 1986 to create a common ethos of 
ethics and integrity across the defence sector. The DII 
supports the US federal legal framework by establishing 
six principles around which to organise companies and 
associations. The current principles are as follows:

1. Each Signatory shall have and adhere to a written 
code of business conduct. The code establishes the 
high ethical values expected for all within the 
signatory’s organisation. 

2. Each Signatory shall train all within the organisation 
in their personal responsibilities under the code. 

3. Signatories shall encourage internal reporting of 
violations of the code, with the promise of no 
retaliation for such reporting. 

4. Signatories have the obligation to self-govern by 
implementing controls to monitor compliance with 
federal procurement laws and by adopting proce-
dures for voluntary disclosure of violations of federal 
procurement laws to appropriate authorities. 

5. Each Signatory shall have responsibility to one 
another to share its best practices in implementing 
the DII principles; each Signatory shall participate in 
an annual Best Practices Forum. 

6. Each signatory shall be accountable to the public. 

For more information, see www.dii.org

   BOX 13: US AIR FORCE DEBARMENT PROCEDURE

The US Air Force has had much experience in dealing with 
defence contractors and has developed a structure 
whereby federal law can be used to punish and deter 
corruption, and to encourage compliance and ethical 
conduct.

US agencies have suspension and debarment officials, 
whose role is to debar or suspend contractors who 
contravene accepted rules of conduct. They update a 
public website of all debarred companies, which contract-
ing officials are required to check prior to awarding new 
contracts. A decision to debar or suspend by an agency 
makes the person or organisation ineligible for new 
contracts by all agencies throughout the US federal 
government.

Companies and individuals become eligible for debarment 
if they engage in any crime that relates to business 
honesty, including fraud and corruption. The possibility of 
debarment is a substantial disincentive to participate in 
such activities. Debarment can also be employed should a 
party perform poorly on a contract, as well as for any other 
serious cause, at the discretion of the debarring official.

The US Air Force debarring official also oversees the US 
Government’s investigation and prosecution of Air Force 
contractors suspected of committing procurement fraud. 
The legal basis for many of these actions is the False 
Claims Act (31 U.S.C. §3729-3733). This act provides 
incentives for people not affiliated with the government to 
file actions against federal contractors, by allowing them a 
share of the damages recovered. The US also requires the 
disclosure of misconduct by industry and imposes 
debarment as a sanction for failure to do so.

Incentives for strong ethical conduct by American firms 
are provided in the country’s sentencing guidelines, which 
allow the strength of a company’s compliance programme 
to be taken into account during sentencing for firms 
convicted of misconduct. Punishment for wrong-doing is 
further proportional to the extent the company has acted to 
prevent misconduct. The US Air Force also tends to favour 
contracting with companies which have good ethical 
reputations.23 

BOX 12: DEFENSE INDUSTRY INITIATIVE ON BUSINESS ETHICS AND CONDUCT
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LEADING CHANGE

COLLABORATION WITH CIVIL SOCIETY

10.  INVOLVING CIVIL SOCIETY
Defence and security establishments are often too internally focused: 
reform is more successful and credible if civil society is engaged
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FIGURE 10: CIVIL SOCIETY ENGAGEMENT IN DEFENCE PROCUREMENT

PUBLIC ENGAGEMENT

INTEGRATION WITHIN THE REFORM PROCESS

HOW CIVIL SOCIETY AND DEFENCE 
ESTABLISHMENTS CAN INTERACT 

  BOX 14: ASEAN WORKSHOP ON COOPERATION 
  IN NON-TRADITIONAL SECURITY

In June 2010, the Association of Southeast Asian Nations 
(ASEAN) and civil society organisations held their second 
workshop on cooperation on non-traditional security. 
The two-day workshop brought together different 
stakeholders from the region to promote trust and mutual 
understanding between civil society organisations and 
military entities. It focused on civil-military cooperation 
during humanitarian emergencies and how the lack 
of coordination and mistrust between military and civil 
society can cause confusion that may endanger opera-
tional success. More than 170 participants attended: 
the armed forces, specialist civil society organisations 
and ministries of defence, the interior and foreign affairs, 
and others.
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THIS SECTION SHOWS:

THE NATURE OF MILITARY OPERATIONS 
HAS CHANGED SIGNIFICANTLY OVER THE LAST 50 YEARS
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OPERATIONS

DOCTRINE

Corruption is a strategic issue for the military when on operations. 
We give guidance on doctrine, education and pre-deployment training.

11.  STRATEGIC AND PLANNING CONSIDERATIONS 
  FOR CONFLICT ENVIRONMENTS

The UK updated its doctrine on 
stabilisation operations in 
2009, as a result of the armed 
forces’ experience in countries 
such as Afghanistan, Bosnia, 
Sierra Leone and elsewhere. 
The revision brought the issue 
of corruption firmly within the 
scope of military doctrine, with 
the following conclusions:

BOX 15: UK ARMED FORCES DOCTRINE

• Corruption is a major factor contributing to state 
instability and economic decline.

• Institutionalised corruption impacts the functioning of 
the security sector, undermines governance and 
fosters conflict.

• Corruption affords adversaries propaganda opportuni-
ties and contributes to wider crime and instability.

• Corruption may easily undermine a commander’s 
strategy for winning popular support.

• Fostering host nation government capacity and 
legitimacy may also mean helping that government to 
reduce corruption and become more open and 
transparent.24 

THE NATURE OF MILITARY OPERATIONS 
HAS CHANGED SIGNIFICANTLY OVER THE LAST 50 YEARS
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   BOX 16: AFGHANISTAN: 
   POST-DEPLOYMENT DEBRIEF QUESTIONS ON CORRUPTION

1. Was corruption talked about in the shura, or council 
meetings of the elders, and related committee 

 meetings?  If so, what sort of topics?
2. Was it clear if people had bought positions, and if so 

who?  What was the impact?  
3. What were the main corruption issues that local people 

talked about? How important was it as an issue for them?
4. What were the main corruption issues as the brigade 
 saw them?
5. What were the major products traded in the town?  
 Did you get any insight into what was driving the price?  

Was there talk of corruption in these products?
6. Was your brigade commander interested in this subject?  

If so, with what effect?  If not, was there any adverse 
consequence? 

7. What did you do to safeguard your own procurement 
needs?  Was there much diversion of goods/services for 
corrupt reasons?

8. Were there corruption issues that you or your colleagues 
observed while patrolling (e.g. with the Afghan National 
Police)?  If so, how did you deal with them?

9. What guidance or training do you wish you had had 
before being deployed in theatre?

10. What were the three major ‘take away’ lessons?

PRE-DEPLOYMENT EDUCATION AND TRAINING POST-DEPLOYMENT: 
LESSONS-IDENTIFIED PROCESS

OPERATIONS
11.  STRATEGIC AND PLANNING CONSIDERATIONS FOR CONFLICT ENVIRONMENTS 
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CONSIDERATIONS FOR STRATEGIC 
STABILISATION PLANNING

OPERATIONS

Anti-corruption issues need to be integrated across security, diplomatic 
and economic aspects of post-conflict settlement – corruption too frequently becomes 
embedded in post-conflict environments

12.  CORRUPTION AND CONFLICT RESOLUTION

FIGURE 11:  THE MAIN AXES OF POST-CONFLICT TRANSITION

MILITARY & SECURITY

DIPLOMATIC &  POLITICAL

GOVERNANCE

ECONOMIC DEVELOPMENT
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FIGURE 12: CHANGES IN CONTROL OF CORRUPTION IN SELECTED COUNTRIES 1998-2006 (WORLD BANK INSTITUTE)

CAMPAIGN AND MISSION PLANNING 

OPERATIONS
12.  CORRUPTION AND CONFLICT RESOLUTION
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Source for data: ‘Governance Matters VI: Governance Indicators for 1996 2006. ’ 
By D. Kaufmann, A. Kraay and Mastruzzi, June 2007 – www.govindicators.org
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FIGURE 13:  CORRUPTION DIAGNOSIS IN A CONFLICT ENVIRONMENT – A RECENT ILLUSTRATION (TI)
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GUIDANCE FOR PEACEKEEPING OPERATIONS   BOX 17: SIERRA LEONE ANTI-CORRUPTION COMMISSION

Although its civil war would rage on until 2002, Sierra 
Leone’s Anti-Corruption Commission was established by 
Act of Parliament in 2000, due to widespread recognition 
that corruption was a key factor perpetuating the conflict. 
It was a three-tiered structure aimed at curbing corrup-
tion, comprising prevention, public awareness-raising and 
investigations. However, the realities of a post-conflict 
environment were such that despite attempts to cast its 
net wide, the Commission was plagued by public 
distrust, an inadequate mandate, insufficient funding and 
a structure lacking genuine political independence. 

In order to remedy this situation and prevent Sierra Leone 
from descending back into armed conflict, the govern-
ment was pushed to intensify its anti-corruption efforts. 
Consequently, the creation of the National Anti-Corruption 
Strategy (NACS) aimed to build wide stakeholder 
coalitions in the fight against corruption, and placed a 
particular emphasis on active partnership with civil 
society and the media. 

Importantly, NACS also called for an overhaul of the 
Anti-Corruption Act. The resulting Anti-Corruption Act 
2008 instituted an independent Anti-Corruption 
Commission, tasked with the investigation, prevention, 
prosecution and punishment of corruption – without 
recourse to the attorney general and minister of justice, 
as was previously the (faulty) case. Its remit covered 
individuals and institutions, both public and private. The 
resulting policy is notable for its far-reaching measures.

OPERATIONS
12.  CORRUPTION AND CONFLICT RESOLUTION
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OPERATIONS

The broader context of contracting – specifically the volume of money flows 
into a conflict country – needs to be considered beside normal procurement rules. 

13.  REDUCING CORRUPTION RISKS IN CONTRACTS 
  DURING OPERATIONS
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LARGE-SCALE MILITARY CONTRACTS

Over the first few years of reconstruction in Iraq, billions of 
dollars of cash were shipped into the country. Rumours of 
corruption in contracting were rife. In January 2004 the 
Special Inspector General for Iraq Reconstruction (SIGIR) 
was appointed. A whistleblowing scheme reporting to the 
SIGIR Office brought a number of important leads to 
SIGIR’s attention. Following the initiation of audit tracks, 
several individuals came to light who were using the cover 
of the Coalition Provisional Authority (CPA) reconstruction 
projects, including a police academy and a library, to 
commit fraud on a massive scale.

Lengthy investigations and audits uncovered numerous 
findings of misconduct, mismanagement and fraud. 
Control of cash disbursements by the CPA was so weak 
that many tens of millions of aid dollars were not properly 
accounted for. 

This experience highlights the ease with which unscrupu-
lous and corrupt individuals can exploit a system 
which is weak or lacking in oversight and accountability 
mechanisms. It emphasises the need to ensure robust 
oversight of contracts from the outset of stabilisation and 
reconstruction interventions, and to make certain that 
when crimes do occur, there are detection and prosecution 
measures in place. Despite the difficulty in maintaining a 
balance between accountability and effectiveness in an 
operational environment, a strong oversight body from the 
outset is a must.

Extracted from Hard Lessons, The Iraq Reconstruction 
Experience, Special Inspector General for Iraq 
Reconstruction 30

LOCAL CONTRACTING

BOX 18: FIGHTING CORRUPTION IN IRAQI RECONSTRUCTION

OPERATIONS
13.  REDUCING CORRUPTION RISKS IN CONTRACTS DURING OPERATIONS
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The Timor Leste Peace Dividend Marketplace project 
(PDM-TL) was launched in August 2007. PDM-TL is based 
in Dili with regional field offices, and works with local 
businesses in each of Timor-Leste’s 13 districts. 

The PDM-TL project supports long-term economic recovery 
by increasing the procurement of goods and services 
available in-country. When the international community buys 
and hires locally, a substantive part of its operational 
spending is intended to directly enter the local economy. 
The PDM-TL project achieves this objective by creating jobs, 
generating tax revenue and building the local marketplace. 
The localised impact of increased business creates a 
significant economic stimulus in rural districts. As rural 
development is a national priority, the Government of 
Timor-Leste and the international community support this 
approach. 

Since August 2007 PDM-TL has achieved results that support 
rural development by:
• Creating and accelerating more than US $24 million in 

local procurement transactions, including US $17 million 
of confirmed new spending

• Helping streamline more than US $7 million into Timor-
Leste’s rural economy through more than 12,000 
business transactions

• Verifying and generating more than 2,700 business 
profiles to the Timor-Leste Online Business Portal

• Publishing 13 District Business Guides, detailing which 
goods and services are provided by businesses in each 
rural district.33 

   BOX 19: AFGHANISTAN NATIONAL SOLIDARITY 
   PROGRAMME

The National Solidarity Programme (NSP) was created in 
2003 by the Ministry of Rural Rehabilitation and Develop-
ment to strengthen the ability of Afghan communities to 
identify, plan, manage and monitor their own development 
projects. Through the promotion of good local governance, 
the NSP works to empower rural communities to make 
decisions affecting their own lives and livelihoods. 
Empowered rural communities collectively contribute to 
increased human security. The programme is inclusive, 
supporting entire communities including the poorest and 
most vulnerable people. NSP allows communities to make 
important decisions and participate in all stages of their 
development, contributing their own resources. Communi-
ties elect their leaders and representatives to form 
voluntary Community Development Councils through a 
transparent and democratic process. There are currently 
NSP projects in 28,000 communities.31

BOX 20: PEACE DIVIDEND MARKETPLACE, TIMOR-LESTE

CIVIL SOCIETY LEADERSHIP
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Procurement

THIS SECTION SHOWS:

PROCUREMENT IS ALWAYS A HIGH-RISK AREA 
IN DEFENCE AND SECURITY



BUILDING INTEGRITY AND COUNTERING CORRUPTION IN DEFENCE & SECURITY         

PROCUREMENT

SECRECY AND CONFIDENTIALITY

Reform in procurement starts with paying attention to the culture of the organisation
14.  CONFIDENTIALITY, ORGANISATION AND COMPETITION

PROCUREMENT IS ALWAYS A HIGH-RISK AREA 
IN DEFENCE AND SECURITY
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PROCUREMENT ORGANISATION

   BOX 21: REFORM IN COLOMBIA’S MINISTRY OF DEFENCE

In 2004, Colombia’s Ministry of Defence (MoD) initiated a 
series of reforms in order to reduce corruption vulnerabili-
ties within its operations and create more effective and 
publicly accountable armed forces. Top-level political will 
and leadership within the MoD, particularly on the part of 
defence ministers of the time, was crucial to initiating these 
moves effectively. Following the initial impetus, the 
measures were promulgated by the MoD’s administrative 
and institutional capabilities. Further progress, however, 
depended on public visibility and an institutionalisation of 
anti-corruption reforms not conditional on political 
leadership, valuable as this may be at the initial stages.

The MoD’s Consolidation Policy of Democratic Security 
2007-10 included as one of its five strategic objectives the 
‘creation of modern Armed Forces with the highest ethical 
moral standards and the trust and support of the citizenry’. 
One of the corresponding action lines was dedicated to 
improving the ‘efficiency and transparency of the use of 
public resources’.36 

The new political leadership at the MoD began the imple-
mentation of an improved decision-making and monitoring 
mechanism for procurements. These measures streamlined 
procurement execution and control mechanisms – from 
tender specification, through contract awards to delivery 
– by bolstering civilian leadership and incorporating other 

ministries and control agencies as well as the private sector 
and academia. A notable feature of this initiative was the 
creation of the so-called Ethics and Transparency Commis-
sion (Comisión de Ética y Transparencia) comprising key 
industry figures, the force commanders, two former 
defence ministers and the current Minister of Defence. It 
was tasked with the continuous monitoring of procurement 
funds, the generation of early-warning signals and making 
suggestions for changes if needed.

Another step in reducing corruption vulnerabilities was the 
creation of a Logistics Agency common to all forces, 
allowing for more centralised logistics within a specialised 
body. A final element was the so-called Active Public 
Management Model (Modelo de Gerencia Pública Activa), 
constructed jointly by the MoD and Office of the Controller 
General in 2006 and implemented by the Ministry’s Internal 
Control Office. Dedicated to promoting high-quality public 
policies and visible public responsibility, the policy is 
credited with initiating internal cultural change within the 
Ministry and emphasising values of responsibility and 
accountability.37 

PROCUREMENT
14.  CONFIDENTIALITY, ORGANISATION AND COMPETITION
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FIGURE 14: KEY QUESTIONS ASKED FOR PREVENTING CORRUPTION IN PROCUREMENT, POLISH MND
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   BOX 22: PROCUREMENT IN THE UNITED KINGDOM

Public advertising of tender opportunities and subsequent 
open competition, even for the most sensitive operational 
requirements such as the nuclear deterrent, are the rule in 
the UK. Once received, tenders are subject to independent 
technical, financial and commercial assessment and 
approval. The whole process is also subject to parliamen-
tary and public scrutiny with both specific and generic 
reviews conducted by the National Audit Office – as well as 
by the defence department’s own internal auditors. 
The evidence of this openness is seen in the relatively low 
percentage of single-source procurements in the UK, 
despite the high volume of acquisitions (Figure 15).

SINGLE-SOURCE PROCUREMENT

PROCUREMENT
14.  CONFIDENTIALITY, ORGANISATION AND COMPETITION
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FIGURE 15: NON-COMPETITIVE DEFENCE PROCUREMENT CONTRACTS AS A PERCENTAGE OF TOTAL DEFENCE PROCUREMENT (TI)

   BOX 23: ELECTRONIC AUCTIONS

Electronic procurement or e-procurement is the electronic 
implementation of the procurement cycle, for example, 
through platforms hosted on the internet or through 
electronic business-to-business solutions. It is a key way 
of increasing effectiveness, efficiency and cost savings 
in all aspects of military acquisition. It also makes it harder 
for suppliers and corrupt government officials to manipu-
late the process.

Several governments and defence ministries have moved 
on a large scale towards electronic procurement, both for 
cost saving and especially as an integrity-raising measure. 
Mexico has done so to a very high degree, while Poland’s 

Ministry of National Defence has introduced electronic 
auctions as an explicit part of an integrity-raising exercise.

However, while e-procurement can increase integrity and 
save a ministry large sums of money, it is more difficult to 
implement than it looks. Besides requiring up-front 
investments, it means a cultural change from highly 
bureaucratic, paper-based processes to electronic ones. 
Although it reduces corruption risk significantly by 
eliminating old-fashioned fraud methods, it is still vulner-
able to modern ones.
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PROCUREMENT

   BOX 24: INDEPENDENT MONITORING IN KOREA

The Republic of Korea responded to a series of corruption 
allegations over the Ministry of Defence acquisitions 
process by relocating the authority for acquisitions to a 
new body outside the ministry, the Defence Acquisition 
Program Administration (DAPA).The restructuring intro-
duced a range of integrity-building measures into the 
defence acquisitions process, including disclosure of 
officials’ wealth, declarations of gifts, limitations on officials’ 
activities after they have left the organisation and heightened 
disclosure of information to the public.38 DAPA created 
an internal ombudsman’s office to oversee purchases. 
In particular, its purpose is to allow public oversight by 
launching investigations following civil petitions. The 
ombudsman is also authorised to instigate audits on 
contracts if faults are discovered, as well as settle disputes 
on a case-by-case basis. 

The reforms also made it mandatory for defence acquisition 
personnel to submit to written Integrity Pacts (IPs) 
(contracts committing all parties to ethical behaviour) with 
the force of legal agreements. Among the organisations 
required to sign the IPs were DAPA itself, subordinate 
institutions, and bidding and contracting companies.

From 2006-9, the Ombudsman settled 50 out of 66 submit-
ted cases, with 16 still under investigation. He made 
recommendations for correction or improvement in 13 
cases and requested the audit procedure in one. As a result 
of the new process, the procurement process and decision 
making have been speeded up. Whereas the entire proce-
dure took an average of 228 days in 2005, it now takes 124. 
The Korean defence sector has now been adopted as an 
‘exemplary model’ by the OECD.39 

Independent monitoring is a useful new integrity tool 
in defence procurement organisations 

15.  INDEPENDENT MONITORING
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Mexico has taken an imaginative and well-structured 
approach to raising integrity in public procurement (not 
specifically defence). It has adopted the ‘Integrity Pact’ 
(IP) approach described in this chapter, but instead 
of applying it case by case within a ministry, it chose to 
apply IPs to the top ten ‘riskiest’ public contracts in 
government. These may be large contracts, ones in a high 
corruption-risk sector or ones where the government 
is most concerned to ensure maximum integrity. There is 
a pool of some 20 independent monitors, called ‘social 
witnesses’, and a process that is now well established. 
Funding for the monitor comes mostly from the govern-
ment, but is sometimes provided by the winning bidder. 
TI’s Mexico chapter, TI Mexicana, has been closely 
involved in this process and has led some 60 IPs over the 
past 10 years.

Poder Ciudadano (TI Argentina) (TI Argentina) has played 
a leading role in introducing innovative changes in the way 
municipalities function. It has combined the use of public 
hearings and the Integrity Pact (IP) to demonstrate that 
cities can save substantial sums of money through the 
process. This process was first tried in the city of Morón, 
a municipality of more than 350,000 inhabitants located 
in the centre of the Buenos Aires Metropolitan Area. Later, 
Poder Ciudadano developed a similar process in other 
municipalities, and recently led a transparency and citizen 
engagement programme in Buenos Aires. This was with 
the aim of monitoring a public bidding process for waste 
management. The process comprises:
a)  A Social Witness: an expert supporting the monitor-

ing of the process
b) Public consultations on the draft bidding papers: 

workshops and interviews to collect opinions on the 
early versions of the bidding terms and specifications

c) Holding a public hearing: the responsible authority 
convenes citizens, businesses, experts and 

 representatives of the opposition to express their 
objections and suggestions about the planned terms 
of the contracting.

d) Signing an Integrity Pact where the government and 
all businesses competing in the bid share a contract 
of reciprocal commitment to prevent the payment of 
bribes between the bidder and the municipal authoriti

More information is available at: www.unhabitat.org 

ROUNDTABLES FOR DEFENCE PROCUREMENT

WHAT IS AN EFFECTIVE ROUNDTABLE? 

EXPECTED RESULTS

   BOX 26: COMBINING INTEGRITY PACTS WITH PUBLIC HEARINGS: 
   ARGENTINA

   BOX 25: A CROSS-GOVERNMENT APPROACH USING 
   INDEPENDENT MONITORS: MEXICO
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PROCUREMENT

DESIGN AND IMPLEMENTATION OF DEFENCE 
INTEGRITY PACTS 

   BOX 27: COLOMBIA’S AIRCRAFT ACQUISITION41

In 2004 Transparencia por Colombia (TI Colombia) and 
TI-UK helped Colombia’s Ministry of Defence (MoD) 
implement a DIP during an aircraft acquisition programme. 
Colombia’s need to replace an ageing fleet of combat 
aircraft engaged in anti-drug-running operations was 
identified. US $237 million was earmarked to purchase 
more than 20 aircraft. An earlier attempt had stalled owing 
to lack of clarity over aircraft type and associated capability. 
Transparencia por Colombia had been working with the 
MoD for several years to improve integrity in the defence 
establishment, and had extensive experience in anti-
corruption reform and public contracting, but it lacked 
access to specialist technical advisors for defence acquisi-
tions. TI-UK provided two technical experts with military 
and defence acquisitions backgrounds to support the DIP.

Colombia’s MoD made all bid documents available to the 
TI-UK technical team, who submitted a report within 14 
days identifying key concerns. The bid team responded 
swiftly, agreeing with some comments, rejecting others and 
providing justifications for the rest. Unresolved technical 
and contractual issues led TI-UK to send an expert to 
Bogota to meet with the MoD and stakeholders. Particular 
attention was paid to technical specifications and contract 
details. Pressure had been applied from the Colombian 
Defence Minister’s office for complete openness and for the 
technical specification to be as precise as possible, to 
reduce the potential for corruption. The military also 
provided support, recognising the positive impact of clean 
procurement on the aircrafts’ operational effectiveness.42 

TI has developed a tool tailored to the defence sector for independent 
oversight of large procurements

16.  DEFENCE INTEGRITY PACTS
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BENEFITS OF DEFENCE INTEGRITY PACTS

   BOX 28: INDIA’S DEFENCE PROCUREMENT DIRECTIVE

The 2006 Defence Procurement Procedure of the 
Government of India makes it mandatory to:
• increase transparency in the conduct of field trials
• use IPs for all contracts above 1 billion Rupees 
 (US $22 million).

Article 61 states: ‘An “Integrity Pact” would be signed 
between government department and the bidders for all 
procurement schemes over 1 billion Rupees. The Integrity 
Pact would be a binding agreement between the govern-
ment department and bidders for specific contracts 
in which the government promises that it will not accept 
bribes during the procurement process and bidders 
promise that they will not offer bribes’. 

More information is available at 
http://mod.nic.in/dpm/welcome.html
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PROCUREMENT

VULNERABILITIES TO CORRUPTION 

WHAT ARE THE RISKS?

Offsets are a high corruption risk that need special attention: 
how to reduce the risk

17.  INDUSTRIAL COOPERATION AGREEMENTS (OFFSETS)
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RECOMMENDATIONS

   BOX 29: OFFSETS AGREEMENTS IN PORTUGAL

In 2004 Portugal finalised the purchase of two submarines 
constructed by the German Submarine Consortium (GSC). 
As a member, the German industry giant Ferrostaal AG was 
responsible for the majority of the 1.1 billion offset deal44  
(while the acquisition value amounted to 760 million), 
encompassing direct offsets as well as projects in the 
naval, automotive and new technologies industries. In 2006 
Portuguese authorities opened criminal investigations into 
the contract when questions stemming from a different 
investigation’s findings arose over payments of 30 million 
to an intermediary company for brokering the deal and the 
offsets contract. 

According to public officials, the ensuing investigation 
concerns cases of corruption, mismanagement and money 
laundering mostly associated with undue financial gain 
accruing to political actors and parties.45 The investigators 
have already targeted several offices of the companies and 
law firms involved in the acquisition; the Portuguese 
Offset Commission; the MoD and its property, and the 
residences of senior staff and other personnel linked to the 
tender.46, 47, 48 

Offsets, in particular, were also targeted by a spin-off 
investigation that led to a formal prosecution in autumn 
2009. Portuguese prosecutors have indicted three German 
executives and seven Portuguese executives on allegations 
of fraud and document forgery in relation to automotive 
offset projects included in the submarines package.49 
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THIS SECTION SHOWS:

CORRUPTION AND MONEY ARE NEVER FAR APART 
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PROCUREMENT

DEFENCE BUDGET TRANSPARENCY

Raising transparency of the defence budget is an important reform: 
we give examples of how various nations have addressed this  

18.  DEFENCE AND SECURITY BUDGETS

CORRUPTION AND MONEY ARE NEVER FAR APART 
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SECRET BUDGETS BUDGET AUDITS 

   BOX 30: RAISING TRANSPARENCY IN BULGARIA

In 1999 the Bulgarian Ministry of Defence embarked on 
ambitious reform of the security sector. Goals included 
raising standards in defence education; embracing good 
practices in defence budgeting and strengthening civilian 
control over the military. The MoD adopted an Integrated 
System for Planning, Programme Development and 
Budgeting, similar to systems used by NATO members 
which align long-term security objectives with short-term 
priorities, within existing resources. Planning begins with 
an analysis of resources and defence capabilities, and a 
delegation of authority to appropriate and accountable 
institutions in order to raise transparency. The MoD invites 
the Ministries of Finance and Economics to assist in 
economic forecasting.53 

Legislators’ input into the budget proposal is critical to 
ensure the effective use of resources: after discussions in 
the Bulgarian Parliament, the defence budget is finalised 
and becomes a key document for promoting accountability. 
To ensure effective budgeting oversight, Bulgaria’s 
government has a three-level control process:
• The Budget Planning and Management Directorate, a 

specialised MoD administration, conducts preliminary 
internal control 

• It also coordinates oversight of expenditure, whereby 
external non-military organisations carry out random 
verifications

• The Audit Chamber conducts independent follow-up 
controls and reports findings to the legislature and 

 the public.54 

PROCUREMENT
18. DEFENCE AND SECURITY BUDGETS
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Create a sound legal framework that ensures public access to 
accurate and reliable defence budget information

Strengthen the role of parliament in the defence budget process 

Involve external actors such as the ministry of finance in planning the budget process, 
to provide input and improve resource allocation and economic projections

Designate a parliamentary committee on defence budget work; give members security 
clearance to access information relating to national security and military intelligence 

Allow sufficient time for debate in parliament so legislators can actively 
contribute to the defence budget proposal

Make the proposed budget publicly available when it is introduced to parliament, 
not after legislative approval, so the public and civil society organisations can 
monitor the approval process

Issue quarterly reports throughout the budget execution stage to raise 
transparency and improve monitoring of resource allocation

Hold regular internal and external audits of the security sector and make 
them publicly available. Request-forms on the defence ministry’s website are an 
easy way to disseminate budget information to interested parties

Set up an independent oversight agency with staff knowledgeable 
in both budgetary work and the defence sector

Find regional and global partners to mutually raise levels of 
defence budget transparency.

   BOX 31: HOW TO BUDGET TRANSPARENTLY
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   BOX 32: EXAMPLES OF ASSET SALES PROCESSES

PROCUREMENT

Often ‘below the radar’, asset disposals are a prime area for corruption, 
but one that is easily addressed with controls

19.  ASSET DISPOSAL

 
• In Canada, a consultancy has been contracted to 

remarket ‘military surplus assets’ directly to foreign 
governments. The consultancy ‘represents Canada 
much like a real estate agent representing the home 
owner in the sale of a property’.56 

• Bulgaria’s Defence Ministry has recently reformed and 
reorganised its real estate management, taking into 
account corruption risks which led to improper asset 
disposal in the past.57 

• In Australia, as in the UK, the Department of Defence 
considers the disposal of surplus assets as a distinct 
phase of asset life-cycle management. An overview of 
the process can be downloaded at 

 www.defence.gov.au/IM
• The British military also has a website dedicated to 

asset disposal. Surplus equipment is also auctioned 
from the site: www.edisposals.com
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   BOX 34: EX-USSR ASSET DISPOSAL DIVERSION

Since the end of the Cold War and the demise of the 
Soviet Union, Ukraine has been a state where the 
disposal of military equipment has posed a particular 
challenge. In the early 1990s this was facilitated both by 
the sheer amount of arms and weapons no longer 
needed, and by socio-economic conditions. Ukraine’s 
economy collapsed by nearly half, producing a greater 
recession than that experienced in the West in the 
1930s. Of the US $89 billion worth of stocks in 1992, a 
massive US $57 billion had gone missing. No inventory 
was ever carried out for the period 1992-2002. Equip-
ment transferred illicitly to conflict zones such as West 
Africa included some that the West had paid for to be 
dismantled under the Treaty on Conventional Armed 
Forces in Europe. UN sanctions were also broken by the 
delivery of military radars to Iraq in 2000. Ukrainian 
weapons have ended up, for example, in Angola, Burma, 
Eritrea, Ivory Coast, Iran, Iraq, Liberia, Rwanda, 
Sierra Leone, Sri Lanka, South Yemen and Zaire60 (now 
DR Congo).

   BOX 33: IRAQ: 
   WAITING FOR MILITARY EQUIPMENT TO BE DIVERTED?

A 2007 report by the Inspector General of the US Depart-
ment of Defense showed that in Iraq, US $1 billion in 
military equipment provided to the Iraqi security forces 
had gone missing and posed a major risk for diversion at a 
later point. According to a CBS News Investigative Report, 
‘the military could not account for 12,712 out of 13,508 
weapons, including pistols, assault rifles, rocket propelled 
grenade launchers and machine guns’.59
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PROCUREMENT

By 2007, Indonesia’s government reported that the Indone-
sian National Armed Forces (Tentara Nasional Indonesia, 
TNI) owned gross assets of US $350 million and that its 
‘legal business’ activities generated profits of approximately 
US $30 million61. In 2004 several laws were passed by the 
country’s parliament which officially required the Indonesian 
government to shut down or take over all TNI businesses by 
2009. The new law ordered that within a five-year timeframe 
the government was to take over all military businesses 
which were owned either directly or indirectly. This was 
followed by a presidential decree which provided instruc-
tions for the establishment of a new inter-ministerial 
oversight team to monitor the transfer of TNI businesses. 
Both the laws and decrees declared that TNI foundations 
that failed to conform to the legal standards would be 
subject to liquidation or merger. 

The introduction of these government measures to end the 
military’s involvement in business resulted in sell-offs and 

closures of various business enterprises. However, even 
after these sales TNI continued to operate 23 foundations 
and more than 1,000 cooperatives. Along with its ownership 
of these businesses, the TNI continues to operate various 
companies and maintains leases on several government 
properties and buildings. Despite good intentions, the 
government has failed to see through its plan to reverse the 
investment in TNI businesses.62 

Arguably, the reforms had only limited success for five 
reasons:
1. Vagueness of laws regarding the divestiture programme
2. Failure to clarify the status and powers of the 
 oversight team
3. Unwillingness of the TNI hierarchy and the MoD to 

participate in reforms
4. Insufficient judicial and political clout to prosecute guilty 

individuals
5. Unrealistic timeline for ending military businesses.63

BOX 35: INDONESIAN ARMY WITHDRAWAL FROM BUSINESS

HISTORICAL ROOTS

These are a specific challenge in some countries: 
this chapter reviews the issue and identifies some reform efforts

20.  MILITARY-OWNED BUSINESSES
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INITIATING REFORM

CASE STUDY: CHINA’S MILITARY BUSINESSES 

The case of China and the PLA’s divestiture shows that the 
task of ending military businesses is not impossible. 
There are, however, several essential pre-conditions for such 
reforms to be successful. 

One of the key lessons from the PLA’s divestiture 
programme is that preparatory steps were integral to its 
success. Prior to Jiang Zemin’s official announcement of 
divestiture, several measures had been introduced which 
ultimately helped to soften the blow from the loss of the 
PLA’s economic empire:
1. Withdrawal of preferential tax rates
2. Removal of privileged access to national infrastructure
3. Installation of a new military leadership
4. Introduction of focused and targeted legislation to curb 

the scale of military enterprises
5. Strengthening the judicial system and its ability to 

prosecute military officials.

These measures are not listed in any particular order: each 
played a vital role in ensuring the success of Jiang’s reforms. 
It should be noted that these measures were all introduced 
over a period of time, to help reduce any potential discontent 
that may have arisen. The foundations for divestiture 
began as early as 1989, and the process was only completed 
by 1999. By effecting these reforms, Jiang Zemin not only 
ensured that a new leadership sympathetic to his cause 
would be in place, but he also minimised opposition to his 
proposed changes. The early removal of preferential 
treatment for military businesses also helped to improve 
competition in the economy and ensured that PLA enter-
prises were forced to compete on an equal footing. This 
helped to reduce the PLA’s privileged status in society, 
reducing the strength of the omnipotent army model.64

   BOX 36: PEOPLE’S LIBERATION ARMY DIVESTITURE OF BUSINESSES IN CHINA
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